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5.4 OFFENDER ACCESS TO COMPUTERS 
Summary Page

	Policy 
	The Department’s mission is to reduce re-offending through secure, safe and humane management of offenders, supported by effective programs and services in correctional centres.

Throughout the NSW correctional system, a range of offender education and employment opportunities have been developed to  provide administrative, clerical and computer training skills for offenders.

Whilst recognising the importance of facilitating offenders access to computers, correctional staff must provide these opportunities in a way that does not compromise the Department’s physical or IM&T security environment. 
Corrective Service Industries (CSI) and the Adult Education Vocational Training Institute (AEVTI) have responsibility for the development and implementation of appropriate education and / or vocational training programs and work activities. These activities are designed to enhance offender’s education (e.g. computer literacy skills etc) as well as their vocational needs for both correctional centre and post-release employment opportunities.
The governor/general manager (delegate) may permit offenders to use desktop computers, associated hardware (eg. printers and scanners), and approved software (eg. disks, CD and software packages) for the purposes of education and / or vocational training and / or employment in CSI business units.
Offenders may have access to desktop computers for authorised education and / or training purposes and / or work activities.  This includes the practical supplementation of theory classes and distance learning studies and in the case of CSI activities, practical application for administrative functions. 
Offenders with on-going court matters may also have access to desktop computers to review their legal transcripts on CD and to prepare for trial or appeal matters in accordance with Section 9.3 of the OPM. Correctional centre staff will only accept a CD that has been sent by an exempt body or person (e.g. Court, Ombudsman, Legal Aid Commission, Anti-Discrimination Board, Legal Practitioner etc) (Refer to definition for a complete list of exempt persons or bodies). 

Offenders may have access to other technological equipment (photocopiers, type-writers, video players) if it necessary for educational and work purposes.

Under no circumstances will offenders have access to DCS Corporate applications including the Intranet or any other offender based applications.

The use of Departmental Internet facilities by correctional education staff for educational purposes will require endorsement by the Assistant Commissioner, Offender Services and Programs and will be based on a recommendation by AEVTI. 

	Purpose
	To establish a corporate policy that recognises the importance of offender’s access to computers, while developing a regulated framework, that recognises and manages the security compliance of that access. 

To detail correctional centre staff responsibilities for the security, storage and audit of all educational and business unit hardware and software held at a centre.

To detail correctional centre education staff responsibilities for intranet and internet use for educational purposes and correctional centre staff use of CSI Business Management System centres (Pronto) (CSI-BMS).

To outline the relevant procedures to be followed for offenders purchasing software.
To identify correctional centre staff responsibilities when offenders use desktop computer and other technological equipment.

To outline offender responsibilities with regards to the use of technology equipment and desktop computers.



	Scope
	This policy applies to all governors/general  managers, (delegate), Managers Offender Services and Programs/Employment (MOSP/E), Senior Correctional Education Officers (SCEO), Manager of Industries (MOI) and qualified personnel who work within correctional centres and places of detention where educational and/or vocational training programs and work programs are provided (Refer to Scope of work activities, S8.8

 HYPERLINK "http://intranet/csi/policy/frame.htm" 
, (2), CSI Policy Manual).



	Strategic Focus:
	Corporate Plan 2004 - 2007: Correctional Centre Management – Offender Services & Programs

IM&T Strategic Plan 2005-2008.


	Legislation:
	Crimes (Administration of Sentences) Regulation 2001, clauses 60 & 61. 



	Related Policies:
	OPM: S9.3.1.1 – Legal Documents

OPM: S9.1.2 – Approved Private Property

OPM: S9.8.17 – Education, Art and Craft Materials

CSI Policy Manual: S8.6.1 - Offender Supervisors
                               S8.6.2 – Maintenance of Security
                               S8.6.5 – Contraband / Searches 

                               S8.8- Offender involvement in clerical work 

                               

	ACO/SACD:

Commissioner’s Memorandum 
	99/107, 2004/052
05/14



Definitions

	AEVTI
	Adult Education and Vocational Training Institute



	CSI
	Corrective Services Industries



	CSI - BMS
	Corrective Services Industries – Business Management System (Pronto)


	Antivirus / virus protection
	A software program that checks for and rectifies desktop computer viruses.



	
	

	Delegated Officer
	In relation to a function of the governor/general manager of a correctional centre, means a correctional officer authorised by the governor/general manager (delegate) to exercise that function.



	Department
	The NSW Department of Corrective Services



	Exempt Body
Exempt Person

Freeware
	· the Ombudsman

· the Commonwealth Ombudsman

· the Judicial Commission

· the National Crime Authority

· the New South Wales Crime Commission

· the Anti-Discrimination Board

· the Police Integrity Commission

· the Commonwealth Human Rights & Equal Opportunity Commission

· the Independent Commission Against Corruption

· the Privacy Commission

· the Legal Aid Commission

· the Legal Services Commissioner

· the Legal Services Tribunal
· the Administrative Decisions Tribunal
· a Member of Parliament

· a legal practitioner
· a police officer 

Freely distributed desktop computer software that does not incur fees of any kind.



	Hardware
	The physical components of a desktop computer system eg. the central processing unit (the desktop computer box), the keyboard and the screen.  



	Information technology peripherals
	Devices such as colour printers, scanners, digital cameras, cd writers and other removable storage devices.



	Modem – modulator/ DE modulator
	A device that permits the dispatch and receipt of data along a telephone line.



	Senior Correctional Education Officer

(SCEO)
	In the case where there is no senior correctional education officer, the correctional education officer and/or a delegated member of correctional centre AEVTI staff.



	Shareware
	Freely distributed desktop computer software that incurs a nominal licence fee after a fifteen- to forty-five-day trial period.  



	MOI
	Operations Manager, Manager of Industries, Manager Centre Services, Business Unit Manager



	Software

Supervision

Supervising Officer 


	The programs or instructions that control the working of a desktop computer.  System software controls access to disk drives, printers and so on, and also controls the running of other programs.

Application software is designed to carry out particular tasks such as word processing, page makeup, disk conversion and virus detection.

For the purpose of this policy, software means individual disks, and complete software packages on floppy disks or CDs.
in the context of this policy means: 

Continuing operational awareness and implementation of the policy requirements.

Formal assessment and continuing monitoring of the appropriateness of individual offenders having access to desktop computers (including reference to the Central Intelligence Group) and execution of the ‘Guidelines for Offenders Using Computers’ (Annexure 5.6). 

Continuing physical and electronic supervision of offenders in accordance with a risk assessment to ensure the requirements of this policy are met.
Can be the SCEO, MOI, correctional officer, correctional education officer, or a teacher.

	Virus
	A program that interferes with the regular functioning of a desktop computer.  The presence of a virus may not be readily apparent to the user, although symptoms such as the slowing of responses to commands or unexpectedly altered screen displays often indicate that something is wrong.



	Work disk
	A floppy disk, containing course material, supplied with a distance learning course.  A work disk is also a blank floppy disk supplied by a correctional education officer for education and training purposes. 




5.4.1 Procedures

5.4.1.1 General

a) Correctional centre managers / officers are responsible for the provision of desktop computers and appropriate and compliant software. The purchase of these will be subject to normal departmental procedures. 

b) With the exception of computers that are connected as part of an authorised and monitored education network or the CSI BMS within a correctional centre, offenders are not to be provided with access to computers that are directly or indirectly linked to any departmental system or network.

c) Computers used by offenders must not contain, be connected to, or have the facility to be connected to any internal or external communications device (i.e. modems, modem card or modem chip) unless approved in writing by Executive Director, Information Management and Technology.

d) Senior correctional education officers (SCEO) must liaise with MOS&P/E and MOI in relation to an offender’s application for employment. Offenders seeking to work in clerical / administrative positions must enter into a formal contract (Form 83, CSI 8.8, (3) (4)), prior to being offered employment.
e) All offenders seeking access to desktop computers must submit an ‘Offender Application for Access to Computers’ (Annexure 5.5) and agree to the ‘Guidelines for Offenders Using Computers’ (Annexure 5.6).
f) Only applications for offenders seeking access to computers for employment purposes, will be forwarded to Corrections Intelligence Group (CIG) for a security check.
g) CIG will conduct a check of any DCS intelligence holdings and conduct a check on the Computerised Operational Policing System (COPS) for any offender applying for access to computers for employment purposes only. A trace result of this check will be annotated if the offender is found to have criminal antecedents for any sex related offence(s), offence(s) against children, fraud related offences or offences involving the use of computers. 

h) CIG will notify the relevant General Manager by email once the check of intelligence holdings and COPS is completed. In order to obtain the details of any trace result verbally, the General Manager can contact the CIG by telephone on (02) 9289-5544 and he/she will be given the result verbally.

i) General mangers (delegate) must ensure that supervision is provided when offenders are accessing desktop computers for work, education, training and/or legal use.
j) Governors/general managers (delegate) are to ensure that classrooms/training areas used for computer education and training do not contain a telephone or access to a telephone connection.

k) SCEO / MOI must ensure that colour coded stickers are placed on all PCs in order to differentiate between staff and offenders desktop computers

l) The removal of computers from designated classrooms / training areas approved for computer education and training is prohibited unless authorised by the governor/general manager (delegate).
m) MOI / Operations Manager and senior correctional education officers (SCEO) are responsible to maintain an accurate inventory of suitable hardware. The inventory must contain the following information:


(i)
Asset or plant number


(ii)
Serial number of the desktop computer

(iii)
Make and model of the desktop computer

(iv)
Location


(v)
Component details:

· type of processor;

· memory size;

· CD-ROM model; 

· hard disk size and serial number.

n) Desktop computers located in CSI Business Units and education areas must have antivirus/ virus protection software installed on every computer. The Department’s virus software site licence extends to those desktop computers.

o) Offenders are not permitted access to information technology peripheral devices. The exception to this will be the use of such devices for education/training and approved specific offender projects under the direct supervision of the senior correctional education officer. Information technology devices are not to be authorised for use outside of designated classrooms/training areas approved for desktop computer education and training when unsupervised.
i) Under no circumstances are inmates permitted to access any computers with internet connection.  
5.4.1.2 Supervision

All computer activities by offenders are to be supervised in classroom and work areas. Supervision can be physical and/or electronic. Supervising officers will conduct pre and post checks of desktop computers and inmate’s work disks for compliance and identification of any unauthorised installation.
5.4.1.3 Physical

When conducting physical supervision, the supervising officer must:

a) ensure that offenders are only using the desktop computer assigned to them, 
b) ensure that offenders are not engaging in inappropriate or illegal activities (e.g. viewing pornography, using unlicenced software etc), and
c) ensure that offenders are not tampering with the desktop computer software or hardware.
Note: Where continuing supervision can not be provided in accordance with this policy, the offender’s access to the desktop computer is to be withdrawn immediately. 

Correctional centre education staff or correctional officers must ensure that storage of work disks used by offenders are appropriately secured with any other material issued being returned and accounted for at the end of each class / training session / working day. 
Correctional staff must report any infringement or non-compliance to the SCEO/MOI and Manager Security. Offenders found guilty of breaching the ‘Guidelines for Offenders Using Computers’ (Annexure 5.6) are to have their access to computers withdrawn immediately. 
5.4.1.4 Electronic

Electronic supervision occurs primarily with a server network computer system. This type of supervision can occur during or after offender access to a desktop computer and does not require the physical presence of a supervising officer. In correctional centres where infrastructure supports an electronic supervision device, the supervising officer must:

a) conduct a pre and post check of offender desktop computer hardware and software as well as the offender’s work disk for compliance and identification of any unauthorised installation, 
b) ensure that offender uses only his/her designated desktop computer, 

c) ensure that the offender has not engaged in inappropriate or illegal activities (e.g. 
pornographic etc), 

d) ensure that the offender has not tampered with the desktop computer’s software or hardware, and 
e) report any infringement or non-compliance to the SCEO/MOI immediately. 

f)    SCEO / MOI must conduct quality assurance checks of all offender desktop computers,           software and hardware as well as offender work disks to ensure compliance with this policy.
Note: Offenders found to have breached the ‘Guidelines for Offenders Using Computers’ (Annexure 5.6) will have their access to desktop computers withdrawn immediately and they will be referred to the Manager Security for disciplinary action. 
5.4.1.5 Software

a) The provision of software packages is an integral part of any computer education or training program. However, it is essential that all correctional staff exercise the utmost care in the control and distribution of all software requirements.

b) The provision of software packages for education and training programs is the responsibility of senior correctional officers, subject to normal departmental purchasing procedures.  Senior correctional education officers are responsible for the security of all education software packages and must ensure that any issued software package is accounted for at the end of each class/training session and at the end of each working day.
c) Upon receipt of any purchased software packages, senior correctional education officers are to ensure that the packages do not contain specific references to the offences and sentences of any person who might be in custody. 

d) The Department and correctional centre managers have an absolute legal obligation to ensure that all software installed on AEVTI/CSI controlled computers have been both legitimately purchased and correctly installed (i.e. no pirated software, all installed software must be licensed), and that there is full compliance with copyright laws at all times.

e)
To avoid possible breaches of copyright laws, the introduction of shareware to a correctional centre is prohibited.  Freeware may be permitted to be installed on education computers for education and vocational training purposes and the senior correctional education officer is to maintain a record of each installation. 

f)
To ensure compliance, correctional centre designated officers are to maintain a software register that must contain the following information:
· the date and source of software requisition;

· details of licence;

· location of installation including serial number of the hardware in which each copy of the software has been installed; and

· the existence, location and number of backup copies.


The software configuration for each desktop computer is to match the software register. Senior correctional education officers are responsible for a periodic check of each computer to ensure compliance and identification of any unauthorised installation. 
5.4.1.6 Issue of Disks

a) It is recognised that during the course of computer-assisted education and vocational training it will be necessary to issue offenders with work disks. Work disks include course disks supplied with distance learning courses as well as disks supplied by correctional education officers for education and training purposes.

b) The supply of and use of these disks by offenders will be subject to the following procedures.

· When not in use all disks are to be locked in a security facility.

· Each disk used by offenders will be labelled with the offender’s name and MIN.

· Any inventory of work disks will be maintained by the senior correctional education officer including disk allocation.

· Daily work disk issues and returns will be noted on an individual offender work disk use register.

· The disk will be issued to the offender when it is necessary for education work and its release from the security facility will be noted on the individual offender work disk register.

· Correctional education staff or correctional officers are to ensure that any issued disks are returned and accounted for at the end of each class /training session and at the end of each working day.

· Disks are not permitted to be stored in offenders’ cells.

· Under no circumstances are disks to be used, loaned or swapped between offenders.

· Offenders are not permitted to set access passwords on any disk.

· To ensure that disks are being used for authorised education and training purposes only, senior correctional education officers are responsible for the periodic check of the data contained on education work disks (a record of each check is to be noted by the senior correctional education officers).

· Upon the transfer of offenders to another correctional centre, senior correctional education officers will check any disks and dispatch those disks necessary for the continuation of education and training programs to the senior correctional education officer of the receiving centre (under no circumstances are offenders permitted to arrange for the personal transfer of any disks).

· Offenders wishing to retain disks upon release are to lodge an application to the governor/general manager (delegate) for approval.

c) To ensure compliance with the above procedures, senior correctional education officers are to maintain a register of issued computer disks: dates of initial issue, primary purpose of disk issue, dates of disk checks and transfer details.  

5.4.2 Disk Data Transfer

The transfer of disks by offenders between the correctional centre and the community is prohibited.  

5.4.2.1 Distance Education / External Education Programs
There will be occasions when offender (students) will be required to forward work disks containing assignments to their distance learning institution, whether the study is being conducted via Distance Education or an External Education Program.  In situations where external courses of study require offenders to provide such work disks for meeting the requirements of their course, senior correctional education officers must verify this requirement with the external education centres prior to issuing the inmate with a work disk. 

Once the requirement is verified, the offender student is to be issued with a blank formatted work disk and a note of its serial number is to be recorded by the senior correctional education officer. 

In such cases, senior correctional education officers are to check each work disk prior to its dispatch and note its transfer out of the correctional centre.  It is preferable that these work disks are not returned to the centre, but where that is not possible or appropriate, the senior correctional education officer is to make a note of its return and check its contents for any illegal or unauthorised material prior to returning the work disk to the offender.

5.4.3 Offender Purchase of Software

1. Offenders undertaking both attendance and distance learning courses of study may be required to either purchase or be in possession of computer software.

Software either issued or purchased is to be relevant to the course of study being undertaken by offenders.  Applications to acquire software must be endorsed by senior correctional education officers.  No maximum limit is prescribed in respect of purchase of software however the inmate property policy will apply.
2. Procedures for the purchase of computer software:
a) Offenders who are undertaking approved education or training programs may make an application to purchase software but are not permitted to have any software purchased privately and sent into a correctional centre;
b) Senior correctional education officers are to determine the relevance of software to the education and/or training programs being undertaken;
c) Applications are to be endorsed by senior correctional education officers and approved by governors/general managers (delegate) prior to the purchase of any software;
d) The selection of a software supplier will be the responsibility of the individual offenders.  However, in order to ensure authenticity of products and to provide consumer protection, all suppliers will need to be approved by the Information Management & Technology (IM&T) Division of the Department.  The purchases cannot benefit from any government discount but does not preclude the ordering of academic/education priced software;
e) Senior correctional education officers are to co-ordinate special activities buy-ups for the purchase of software after checking for available funds; 

Upon receipt, senior correctional education officers are to inspect the software packages to ensure that:

· they are applicable to the education or training programs being undertaken and

· that they do not contain specific references to the offences and sentence of any person who might be in custody
f) The software must be placed in the offenders’ private property in the reception room and the property cards adjusted accordingly.  The serial numbers of all software are to be recorded on this card;
g) The reception room is responsible for the issue of the software to the senior correctional education officer and for obtaining the offenders’ acquittances at the time of issue;
h) Senior correctional education officers are to maintain a record of all software received at the correctional centre (refer to S5.4.1 (1) (J)). 
i) Software is not to be stored in cells.  These must be either retained in the offenders’ private property held in the reception room and entered on the private property card, signed out of the correctional centre, or held in a security facility.

j) Software user manuals may be issued and retained in offenders’ cells.

k) Upon transfer or release of offenders, senior correctional education officers must ensure that all software packages (including user manuals) purchased by the offenders are returned to their private property.

5.4.4 Evaluation and Monitoring

Standards have been developed to enable the governor/general manager (delegate) and senior correctional officers to control and monitor offenders access to, and use of computers and associated software.  These are outlined below and are to be used as a checklist.

5.4.4.1 Checking

a) Check that the issuing of computer disks is carefully monitored.

b) Check that offenders only utilise desktop computers that are specifically designated for their use. 

Monitoring

a) Governors/general managers (delegate) and senior correctional education officers must ensure that periodic checks are conducted on the contents of all offender desktop computers in the computer training rooms, work areas and work disks used by offenders.
b) Purchases of desktop computers and software must be recorded and maintained accurately. 
Responsibility/Reporting

Governors/general managers (delegate) are responsible for:

· ensuring that offender’s access to desktop computers is always supervised, 

· auditing of records kept by senior correctional managers/officers (e.g. purchase of desktop computers and softwares etc), and 

· conducting periodic checks of all computer hardware and software for compliance and identification of any unauthorised installation

Senior correctional education officers and managers in CSI are responsible for:
· the provision of desktop computers and appropriate compliant software;

· maintaining records of the daily issue of all education software packages and/or work disks used by offenders;

· the accurate maintenance of hardware and software inventory; 

· the periodic check of data contained on all education work disks (a record of all checks must be kept);

· reporting to the governor/general manager (delegate) any security breaches involving the use of computer hardware and software, and

· forwarding work disks used by offenders to the senior correctional education officer of another correctional centre where offenders are transferred.

Correctional centre managers/officers and teaching/training staff are responsible for:

· maintaining records of the daily issue of all education software packages and/or floppy disks (in the absence of a senior correctional education officer), and

· reporting to the senior correctional education officer (or in the absence of a senior correctional education officer, the governor/general manager (delegate) any security breaches involving the use of computer hardware or software;

Reception room officers are responsible for:

· accepting and recording details of software purchased by senior correctional education officers on behalf of offenders, and

· issuing of software to the senior correctional education officer after all necessary details have been recorded.
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